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Kumar Pandey

Abstract:

There are two main components of malware analysis. One is static malware analysis and the other is dynamic malware analysis. Static malware analysis involves examinin
basic structure of the malware executable without executing it, while dynamic malware analysis relies on examining malware behaviour after executing it in a controlled
environment. Static malware analysis is typically done by modern anti-malware software by using signature-based analysis or heuristic-based analysis. This patent propos:
use of deep neural networks to learn features from a malware's portable executable (PE) to minimize the occurrences of false positives when recognizing new malware. W
the EMBER dataset for training our model and compare our results with other known malware datasets. We show that using a simple deep neural network for learning ve:
PE features is not only effective, but is also less resource intensive as compared to conventional heuristic detection methods. Our model achieves an Area Under Curve (Al
99.8% with 98% true positives at 1% false positives on the Receiver Output Characteristics (ROC) curve.
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Complete Specification

The concept of malware detection mainly deals with analyzing executable files to
establish malicious intent. Since the advent of anti-malware software, we have
seen a rise in sophisticated malware which are specifically designed to
circumvent this software. This in turn has spearheaded research into more
advanced detection techniques. Malware analysis or malware detection can be
performed in two ways: statically, and dynamically.

Static Malware Detection: Static malware detection is the process of analyzing a
binary file without executing it. This can involve disseminating the _le entirely
and examining every component, using a disassembler to reverse engineer it, or
converting it into assembly code to examine its flow. It can also extend to the
original source code of the software if available. This is usually the first line of
defense against malware used by all anti-malware software.

Dynamic Malware Detection: Dynamic malware detection uses behavior analysis
while a malware is running to determine malicious intent. Usually, this is done in
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